I.. Introduction {#sec1}
================

Spectrum sensing entails scanning parts of the radio spectrum in search for a meaningful activity, such as a transmission or the occurrence of an event. Its techniques have lately received notable attention due to their crucial role in the emerging cognitive radio (CR) technology, i.e., by unveiling spectral holes for opportunistic spectrum access. Several reviews on the topic exist, e.g., [@ref1]--[@ref2][@ref3][@ref4]. This adds to the plethora of spectrum sensing application areas such as surveillance/interception [@ref5], astronomy [@ref6] and [@ref7] as well as seismology [@ref8]. Sensing methods that rely on nonparametric spectral analysis/estimation are regarded as efficient and adequate candidates for monitoring a wide frequency range consisting of a number of predefined nonoverlapping spectral subbands, without a priori knowledge of the signal\'s characteristics [@ref1]--[@ref2][@ref3]. Such methods have clear advantages over single-band oriented ones, for instance those based on matched filtering or feature detecting that require the separation of the individual transmissions typically by tunable bandpass filtering [@ref3]. In this paper, a multiband spectrum sensing technique that uses a periodogram-type spectral analysis tool to estimate the spectrum of the incoming signal from a finite set of its samples is adopted. This means has retained its popularity in several spectrum sensing studies, e.g., [@ref9]--[@ref10][@ref11][@ref12].

When uniform-sampling-based DSP is deployed, the sampling rate of the sensing device should exceed at least twice the total bandwidth of the monitored frequency range regardless of the spectrum occupancy [@ref13]. Failing to do so results in spectrum aliasing and irresolvable detection problems. In the event of examining wide bandwidths such a constraint can pose a challenge to the system designer where a high sampling rate, high speed signal processing and treating large quantities of data are required [@ref2], [@ref3]. Here, we demonstrate that we can detect the active spectral subbands by the suitable use of arbitrarily low rate nonuniform sampling and appropriate processing of the signal---a methodology referred to as digital alias-free signal processing (DASP). A few monographs, e.g., [@ref14] and [@ref15], give an overview on the topic. Operating at low sampling rates can exploit the sensing device resources (such as power) more efficiently and/or avoid the possible need for a high-cost fast hardware. The main focus of this paper is to explore the possibility and benefits of employing the DASP methodology to conduct reliable detection in wideband communication systems.

A.. Related Work {#sec1a}
----------------

Lomb-Scargle periodogram in [@ref6] and [@ref7] is one of the oldest and most popular tools for spectral analysis of nonuniformly sampled data. Nevertheless, new techniques keep unfolding such as [@ref16] and a review is given in [@ref17]. While the aforementioned methods deal with arbitrary nonuniform sampling, the approach proposed here relies on the ability of the user to prescribe the positions of the sampling instants, i.e., randomized sampling and hence SARS. Spectral analysis of randomized sampling schemes for deterministic signals was studied in [@ref18]--[@ref19][@ref20]. In this paper, the processed signal is assumed to be a random cyclostationary/nonstationary process. The earliest papers on DASP, e.g., [@ref21] and [@ref22], tackled SARS with the aim of estimating the signal\'s power spectral density (PSD) of wide sense stationary (WSS) signals; however the predicament of the estimators\' accuracies for a finite number of samples was not resolved. This issue was partially addressed by Masry in [@ref23] where asymptotic accuracy measures were given, i.e., when the number of samples and signal observation window tend to infinity. In this study, the characteristics and spectrum sensing capabilities of a spectral analysis method that uses a finite set of samples captured at low rate are investigated. The emphasis of the paper is therefore on reliable spectrum sensing rather than on estimating the exact PSD of the processed signal.

In [@ref24], we investigated spectrum sensing of WSS signals using SARS where transmissions over the system subbands are presumed to be of equal power levels. Here, digital communication signals, which are modeled as cyclostationary processes, are analyzed and the scenario where the conveyed transmissions are of different power levels, e.g., due to the propagation channel gain, is considered. The reliability of detection is expressed in terms of the widely embraced receiver operating characteristics (ROC) in lieu of a general metric, i.e., Chebychev\'s inequality parameter as in [@ref24]. Circumventing the nonstationary nature of the communication signals either via phase randomization, e.g., [@ref25] and [@ref26], or assuming pseudostationarity within a short signal time window, as in [@ref4] and [@ref12], is the common approach adopted in the literature. In [@ref27], Gardner exposed the defects of such practices in an attempt to correct any errors incurred. In this paper, the effect of the signal\'s nonstationarity is acknowledged and its repercussions on the conducted spectral analysis are evaluated. Necessary steps are taken to appropriate the employed spectrum estimator to the studied problem, i.e., spectrum sensing and not PSD estimation. This includes alias-free sampling, windowing and estimate averaging.

B.. Contribution {#sec1b}
----------------

We introduce a noncooperative multiband spectrum sensing method based on the spectral analysis of the incoming signal from a finite set of its nonuniformly distributed noisy samples. Compared to the classical uniform-sampling-based DSP, the proposed approach can offer substantial savings on the sampling rates and number of processed samples. Within this framework, we present the statistical characteristics of a periodogram-type estimator that uses the total random sampling (TRS) scheme. The impact of the cyclostationary/nonstationary nature of the processed signal on SARS is studied. A spectral fragment within each transmission band, referred to as the "guarded region" where the estimator serves as a suitable sensing tool independent of the position of the time analysis window, is identified. Additionally, a phenomenon exhibited by abrupt increases in the estimator\'s standard deviation at certain frequency points for some modulation schemes is unveiled.

The sensing reliability is defined in terms of the probability of detection and false alarm for each of the monitored subbands. It is demonstrated that these probabilities are closely related to the average sampling rate, sensing time, spectrum utilization, relative powers of active subbands and signal to noise ratio. We provide a lower limit on the first two parameters from the latter list such that the reliability of spectrum sensing is guaranteed; it represents a means to assess the trade-off between the required sampling rate and the sensing time. The advantages of the introduced technique over the conventional uniform sampling ones are discussed.

The paper is organized as follows. In [Section II](#sec2){ref-type="sec"}, the detection problem is formulated, the undertaken approach is detailed and the handled class of communication signals is outlined. The statistical characteristics of the deployed estimator are examined and ways to restrain its possible inaccuracies are highlighted in [Section III](#sec3){ref-type="sec"}. In [Section IV](#sec4){ref-type="sec"}, reliability recommendations are developed and the benefits of the employed detector over uniform-sampling-based ones are exposed. Numerical examples are shown in [Section V](#sec5){ref-type="sec"} to illustrate the proposed method. Finally, conclusions are drawn in [Section VI](#sec6){ref-type="sec"}.

II.. Wideband Spectrum Sensing {#sec2}
==============================

A.. Problem Formulation and Sensing Technique {#sec2a}
---------------------------------------------
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Unlike methods that employ spectral analysis to estimate the subbands energy/power, e.g., classical energy detectors [@ref9]--[@ref10][@ref11], the sensing procedure for each spectral subband comprises two steps: 1) estimating the magnitude of the signal spectrum at selected frequency point(s); and 2) comparing the magnitude(s) with precalculated threshold(s). Having a spectrograph that is relatively smooth would permit assessing fewer frequency points per system subband to determine its status. Here, we seek to inspect one frequency point per subband, i.e., $\documentclass[12pt]{minimal}
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B.. Signal Model {#sec2b}
----------------
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It is in the interest of the forthcoming analysis to find certain first and second order moments of the processed signal. It can be easily checked that $\documentclass[12pt]{minimal}
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III.. Statistical Characteristics of SARS {#sec3}
=========================================

The adopted total random sampling is an alias-free sampling scheme whose behavior was investigated in [@ref18] and [@ref19]. Its sampling instants $\documentclass[12pt]{minimal}
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Therefore, the adopted estimator is an admissible tool to unveil the presence of an active transmission where the examined frequency points $\documentclass[12pt]{minimal}
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B.. Estimator\'s Accuracy {#sec3b}
-------------------------
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The above variance analysis is solely manipulated in establishing reliable spectrum sensing where the proposed SARS method only involves calculating $\documentclass[12pt]{minimal}
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C.. Numerical Example of the Estimator\'s Variance {#sec3c}
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Consider a multiband communication system comprising 10 subbands occupying the frequency range \[1.45, 1.55\] GHz, i.e., $\documentclass[12pt]{minimal}
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It can be seen from [Fig. 1(a)](#fig1){ref-type="fig"} that the estimator\'s variance for the BPSK signals grows noticeably at certain frequencies within each of the two active subbands. Those sudden increases take place at/near frequencies $\documentclass[12pt]{minimal}
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D.. Signal Analysis Window and Estimate Averages {#sec3d}
------------------------------------------------

Achieving the minimum sensing time is a highly desirable feature for any spectrum sensing technique, particularly if sensing is a continuous real-time operation that has to fulfill specific time constraints. Hence we aim to use a short time analysis window. Additionally, attaining low resolution spectrographs via a short $\documentclass[12pt]{minimal}
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IV.. Multiband Reliable Spectrum Sensing {#sec4}
========================================

The reliability and robustness of the SARS technique is reflected by its ability to meet a sought system behavior that is commonly expressed by the receiver operating characteristics. The ROC of each of the system subbands captures the relation between the probability of false alarm, i.e., $\documentclass[12pt]{minimal}
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A.. Reliability Conditions {#sec4a}
--------------------------
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Equation [(57)](#deqn57){ref-type="disp-formula"} gives a conservative lower limit on the number of windows that need to be averaged as a function of the spectrum occupancy, average sampling rate, signal to noise ratio and the sought system performance. This recommendation can be used to decide the required average sampling rate for a number of estimate averages possibly imposed by practical constraints (e.g., latency) in a continuous processing environment. It is a clear indication of the tradeoff between the sampling rate and the number of averages requested in relation to achieving reliable sensing. Equation [(57)](#deqn57){ref-type="disp-formula"} affirms that the sensing task can be reliably accomplished with arbitrarily low sampling rates at the expense of an infinitely long signal observation window. This confirms early results on DASP, e.g., [@ref21] and [@ref22], which were rather limited to PSD estimation for WSS signals.

The sensing process includes specifying the thresholds in [(2)](#deqn2){ref-type="disp-formula"}, i.e., $\documentclass[12pt]{minimal}
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}{}$k = 1,2, \ldots L$\end{document}$. It is noted that correlated or overlapping signal windows scenario can be easily introduced into the SARS technique whenever the effect of correlation/overlapping on the variance reduction following averaging is known, e.g., Welch periodograms [@ref29] and [@ref30].

B.. Randomised Versus Uniform Sampling {#sec4b}
--------------------------------------

Spectrum sensing methods that employ periodogram-type estimators with uniform sampling to detect active transmissions via assessing spectral peak, e.g., [@ref12], typically demand less estimate averaging compared to SARS which suffers from the smeared-aliasing defect. Following similar analysis/methodology to that of the TRS scheme, it can be shown that the number of estimate averages for the uniform-sampling-based algorithm is given by $$\documentclass[12pt]{minimal}
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}{}$B$\end{document}$ to avoid the aliasing effects. Comparing the efficiency of both approaches based only on the sampling rates can be regarded as partial. The detection decision in both cases relies on calculating a form of discrete-time Fourier transform from a finite set of the signal samples, e.g., DFT or an optimized version whenever applicable. Therefore, the number of processed samples is a critical factor in deciding the efficiency of the SARS technique and its benefits over the conventional uniform-sampling-based ones. From [(57)](#deqn57){ref-type="disp-formula"} and [(61)](#deqn61){ref-type="disp-formula"}, the corresponding numbers of processed samples for randomized and uniform sampling approaches are $$\documentclass[12pt]{minimal}
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V.. Numerical Examples {#sec5}
======================

Consider a communication system operating over the frequency range \[1.35, 1.45\] GHz which is divided into 20 nonoverlapping frequency subbands, 5 MHz each (i.e., $\documentclass[12pt]{minimal}
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A.. Example 1: Active Subbands With Equal Power Levels {#sec5a}
------------------------------------------------------

Here, we examine spectrum sensing with [(2)](#deqn2){ref-type="disp-formula"} where the present transmissions are BPSK and are of equal power levels. Thus $\documentclass[12pt]{minimal}
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It can be seen in [Fig. 2](#fig2){ref-type="fig"} that the desired system performance was delivered with a sampling rate of 90 MHz. Hence savings of around 60% on the sampling rate and more than 20% on the number of processed samples according to [(62)](#deqn62){ref-type="disp-formula"} and [(63)](#deqn63){ref-type="disp-formula"} were attained by using the proposed approach in this paper. At $\documentclass[12pt]{minimal}
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For illustration purposes, [Fig. 3](#fig3){ref-type="fig"} exhibits the minimum total number of processed samples for uniform sampling and TRS techniques given by [(62)](#deqn62){ref-type="disp-formula"} and [(63)](#deqn63){ref-type="disp-formula"} for various spectrum utilizations (assuming constant $\documentclass[12pt]{minimal}
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B.. Example 2: Active Subbands With Various Power Levels {#sec5b}
--------------------------------------------------------

The transmissions in this example are affected by the propagation channel whose squared magnitude is displayed in [Fig. 4](#fig4){ref-type="fig"}. The incoming signal is expected to be a combination of 16 QAM, 256 QAM, and QPSK transmissions. Thus $\documentclass[12pt]{minimal}
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It is clear from [Fig. 5](#fig5){ref-type="fig"} that the pursued probabilities of the targeted subband were acquired by following the derived reliability recommendations. Besides, [Fig. 5(b)](#fig5){ref-type="fig"} shows that the condition in [(48)](#deqn48){ref-type="disp-formula"} is fulfilled for $\documentclass[12pt]{minimal}
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In general, the above numerical examples demonstrate that SARS can notably reduce the required sampling rates to perform wideband spectrum sensing and yet meet the predefined probabilities of detection and false alarm.

VI.. Conclusion {#sec6}
===============

In this paper, a multiband spectrum sensing method that is based on DASP methodology is proposed. It uses a particular randomized sampling scheme along with appropriate processing to conduct reliable detection. This approach eliminates the adverse effect of aliasing that is inherently present when similar signal processing problems are solved with uniform-sampling-based techniques. The sampling rate is no longer related to the total bandwidth of the monitored subbands. In fact, it is shown in the paper that the sampling rate of the introduced spectrum sensing approach can be arbitrarily low. Taking into account the cyclostationary nature of the processed communication signals, the reliability of the sensing procedure is formulated in terms of the average sampling rate, signal observation window $\documentclass[12pt]{minimal}
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}{}$K{T_{0}}$\end{document}$, signal to noise ratio, power levels of the active overseen subbands and the sought system performance. The provided dependability guideline can be employed as a tool to quantify the trade-off between the required sensing time (i.e., signal observation window) and sampling rate in a given scenario.

Comparing to methods based on uniform sampling, the proposed sensing technique offers substantial savings not only on the sampling rate but also on the total number of processed samples. The latter is particularly visible when dealing with scenarios where the occupancy of the monitored subbands is low.

In order to be able to reconstruct the detected signal from the collected samples, it is necessary that the sampling rates do exceed the Landau rate [@ref31], i.e., they should exceed at least twice the total bandwidth of the concurrently active subbands $\documentclass[12pt]{minimal}
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}{}${B_{A}}$\end{document}$. This condition does not have to be met if spectrum sensing is the only goal. Even if signal reconstruction is to be performed, the SARS technique still offers an important advantage over the uniform-sampling-based detectors. In the case of SARS, the sampling rate has to be proportional to the number of the simultaneously active subbands. Whereas, with uniform sampling the sampling rate has to be proportional to the total monitored bandwidth. This observation prompts researching into algorithms for effective and accurate signal reconstruction from nonuniformly sampled data. This paper serves as an impetus to further research into DASP-based spectrum sensing approaches that deploy randomized sampling schemes other than total random sampling.
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